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Abstract

We present a new approach to the veri�cation of au-

thentication protocols. This approach is formal, fully

automatic and does not necessitate any speci�cation of

any protocol property or invariant. It takes as param-

eter the protocol speci�cation and generates the set of

aws, if any, as well as the corresponding attack sce-

narios. This approach involves three steps. First, pro-

tocol roles are extracted from the protocol speci�cation.

Second, the intruder abilities to perform communica-

tions and computations are generated from the protocol

speci�cation. In addition to the classical known in-

truder computational abilities such as encryption and

decryption, we also consider those computations that

result from di�erent instrumentations of the protocol.

The intruder abilities are modeled as a deductive sys-

tem. Third, the extracted roles as well as the deductive

system are combined to perform the veri�cation. The

latter consists in checking whether the intruder can an-

swer all the challenges uttered by a particular role. If

it is the case, an attack scenario is automatically con-

structed. To exemplify the usefulness and e�ciency

of our approach, we illustrate it on the Woo and Lam

authentication protocol.

1 Motivations and Background

In secure distributed systems it is mandatory to

have some mechanism whereby principals (persons,

hosts, computers, etc.) can prove their identities to

each other. The act of proving the identity over net-

worked systems is called authentication. Typically,

cryptographic protocols are used to ensure authenti-

cation and related purposes.

It is well known that the design of authentication

cryptographic protocols is error prone. Several pro-

tocols have been shown awed in computer security

literature. Consequently, a surge of interest has been

expressed in the development of formal methods and

tools for the speci�cation, design and analysis of cryp-

tographic protocols. A complete bibliography and a

comparative study of these methods can be found in

[1, 2, 3, 4, 5].

In this paper we present a new approach for the

analysis of authentication cryptographic protocols.

This approach is fully automatic, formal and does not

necessitate any speci�cation of any protocol property

or invariant. The analysis of a given cryptographic

protocol is structured in three main steps: First, start-

ing from a classical protocol description, we extract

what we call protocol roles. Actually, a role is a proto-

col abstraction where the emphasis is put on only one

principal. Such an abstraction allows us to point out,

for each principal, his interpretation of the exchanged

protocol messages. Second, the intruder abilities are

automatically extracted. Apart from the well known

abilities, we consider all the computational abilities

provided by the protocol itself. In our approach, such

computation abilities are captured as a �nite proof

system in which the inference is based on narrowing

i.e. rewriting modulo syntactic uni�cation. Third, the

roles together with the proof system are combined to

perform the protocol veri�cation. The latter consists

in checking whether one can instrument a particular

role by answering all the challenges uttered by this

role.

The main contributions of this work are:

� A new approach for the analysis of cryptographic

protocols. This approach is formal, fully auto-

matic and does not necessitate any speci�cation

of any protocol property or invariant.



� An illustration of the usefulness and e�ciency of

our approach, on the analysis of the Woo and Lam

authentication protocol.

We consider here a subclass of authentication cryp-

tographic protocols. The approach deals with pro-

tocols that use symmetric-key cryptography, at most

one server and where the only exchanged messages

are constructed over nonces, principal identities and

symmetric-keys. The rest of this paper is structured

as follows: In Section 2 we recall briey the one-way

authentication protocol of Woo and Lam. Section 3 is

devoted to an informal presentation of the veri�cation

algorithm. A few concluding remarks and a discus-

sion of further research are ultimately sketched as a

conclusion in Section 4.

2 The Woo and Lam Protocol

In what follows, we will recall the one-way Woo and

Lam authentication protocol as presented in [6, 7].

This protocol relies on symmetric-key cryptography.

The protocol is given in Table 1. Here Nb is a nonce,

a random number generated by B specially for this

protocol run, S is a server and kas and kbs are keys

that A and B share initially with S. The protocol

runs as follows when the principal A wants to prove

his identity to the principal B: (1) A initiates the

protocol and claims his identity to B; (2) B replies by

sending the nonceNb and asking A to encrypt it under

kas in order to prove what he claimed; (3) A returns

the nonce Nb encrypted under kas; (4) B forwards the

response encrypted, together with A's identity, under

kbs for veri�cation; (5) S decrypts the received mes-

sage using B's key, extracts the encrypted component

and decrypts it using A's key and re-encrypts under

B's Key. If S replies by fNbgkbs , then B will �nd Nb

after decrypting it and he should be convinced that A

is really running this session with him. The next sec-

tion is devoted to an informal presentation of our ver-

i�cation algorithm. The latter will be illustrated over

the Woo and Lam authentication protocol described

above.

3 Informal Presentation

Starting from a protocol description, the algorithm

operates in three main steps:

(a) Role extraction

(b) Proof system generation

(c) Veri�cation

3.1 Role Extraction

Roles are protocol abstractions where the emphasis

is put each time on a particular principal. A role re-

ects the way by which some principal perceives the

protocol messages. For instance, in the case of the

Woo and Lam protocol of Table 1, three roles could

be extracted: A, B and S. The principal, playing

the role A, participates in the protocol through three

main steps: First, A sends his identity to the principal

B. Second, he receives a nonce Nb from B. Third, he

sends the message fNbgkas to B. Hence, the role asso-

ciated to A could be written as the following sequence

of actions:

Role(A) = h!; A;Bih?; Nb; Bih!; fNbgkas ; Bi

An action is a triple of the form hdir;m; P i where

dir is a direction symbol (either ? meaning input or !

meaning output), m is a message and P is a principal

identi�er. Similarly, the roles associated with B and

S could be written as follows:

Role(B) = h?; A;Aih!; Nb; Ai

h?; fNbgkas ; Ai

h!; fA; fNbgkasgkbs ; Si

h?; fNbgkbs ; Si

Role(S) = h?; fA; fNbgkasgkbs ; Bih!; fNbgkbs ; Bi

At that point, we would like to explain the second

step of our algorithm i.e. the proof system generation.

3.2 Proof System Generation

In cryptographic protocol design, we always assume

the presence of an intruder that has a complete control

over the communication network. Accordingly, the in-

truder is able to intercept, modify, store, retrieve and

send any circulating message in the network. More-

over, we assume that the intruder has the usual en-

cryption and decryption abilities. In this work, we

consider another valuable source of information avail-

able to the intruder: the protocol itself. Actually, the

protocol may be viewed by the intruder as a compu-

tation resource. The latter may be used to synthesize

and deliver some particular information that makes

possible a fatal attack. Here, we capture all these

intruder abilities by a deductive proof system. We as-

sociate to each protocol step an inference rule. Each

inference rule captures a class of possible instrumenta-

tions of the protocol. The general form of an inference

rule is:

p1 : : : pn
m c



Message 1: A �! B : A

Message 2: B �! A : Nb

Message 3: A �! B : fNbgkas

Message 4: B �! S : fA; fNbgkasgkbs

Message 5: S �! B : fNbgkbs

Table 1: The Woo and Lam Authentication Protocol

where p1; : : : ; pn;m are messages and c is a boolean

formula. Here is the way such an inference rule should

be read: the intruder could supply the protocol with

the messages p1; : : : ; pn and get the message m from

the protocol provided that side condition c holds. In

fact, the side condition refers to those freshness condi-

tions dictated by the protocol. Furthermore, we will

endow each inference rule with a sequence of protocol

steps (a scenario) showing how the intruder could in-

strument the protocol with the information p1; : : : ; pn
so as to get the message m.

Now, let us see how this applies to the Woo and

Lam protocol of Table 1. For the lack of space, we

present here the inference rules together with the asso-

ciated scenarios without explaining how they are gen-

erated.

The �rst step in the Woo and Lam protocol of Table

1 is:

1: A �! B : A

The inference rule associated with this protocol step

is:

A

meaning that the intruder could get from the proto-

col the identity of any principal wishing to initiate a

protocol session. Here is the scenario that makes this

possible:

1: A �! I(B) : A

This sequence stipulates that the intruder could get

the identity of a principal A by intercepting the mes-

sage sent by this principal when wishing to initiate a

new protocol session.

The second step in the Woo and Lam protocol of

Table 1 is:

2: B �! A : Nb

The inference rule associated with this protocol step

is:

A
Nb

Fresh(Nb)

meaning that the intruder could get a fresh nonce

(generated by B) from the protocol just by supply-

ing it with an agent identity. The side condition

Fresh(Nb) stipulates the freshness1 of the informa-

tion Nb. Here is the scenario that illustrates such a

situation:

1: I(A) �! B : A

2: B �! I(A) : Nb

The third step in the Woo and Lam protocol of

Table 1 is:

3: A �! B : fNbgkas

The inference rule associated with this protocol step

is:

X
fXgkas

meaning that the intruder could supply the protocol

with any informationX and get it encrypted under the

secret key shared between the server S and a principal

A. At this level, we would like to pinpoint one impor-

tant feature in our veri�cation algorithm. The reader

should notice that we used X in the inference rule in-

stead of Nb. The rationale underlying this choice is

that the principal A, at the third step of the protocol,

replies with the message received at the second step

(i.e. Nb) encrypted by kas. Notice that Nb is a nonce

generated and uttered by B and sent to A. Now, let

us mention the following facts:

� The principal A has no preliminary knowledge on

the e�ective value of the expected message at the

second step of the protocol. Accordingly, A has

no means to verify the value of the received mes-

sage at that step.

1The symbol Fresh denotes a unary predicate that holds

whenever its argument is fresh.



� The freshness of Nb is a local property. In other

words, the freshness of the nonce cannot be at-

tested by any principal other than B. So, A can-

not require the freshness of the message received

at the second step of the protocol.

� For the sake of generality, we assume that the ex-

changed messages are not typed. Consequently,

A is unable to verify the type of the message re-

ceived at the second step of the protocol.

Owing to these three facts, A can verify neither

the value, the freshness nor the type of the message

received at the second step of the protocol. Conse-

quently, A will accept any message at that step and

will reply by sending the encrypted version of this mes-

sage under the key kas. This explains the rationale

underlying the use of a variable message X instead of

Nb. Here is the scenario that exhibits how the intruder

could instrument the protocol so as to get the message

fXgkas provided that he supplies the protocol with X :

1: A �! I(B) : A

2: I(B) �! A : X

3: A �! I(B) : fXgkas

Now, let us give some general comments regarding

the inference rules and the associated scenarios. First,

the agent identi�ers as well as the introduced variables

are implicitly universally quanti�ed. Second, the gen-

erated scenarios constitute proofs of the correction of

the inference rules. Actually, the scenarios are propa-

gated during the deduction process.

The fourth step in the Woo and Lam protocol of

Table 1 is:

4: B �! S : fA; fNbgkasgkbs

The inference rule associated with this protocol step

is:

A X
fA;Xgkbs

meaning that the intruder could supply the protocol

with a principal identi�er, sayA, and a known message

X so as to get an encrypted version of the composition

of these two messages under the key kbs. Here is the

scenario that illustrates such a situation:

1: I(A) �! B : A

2: B �! I(A) : Nb

3: I(A) �! B : X

4: B �! I(S) : fA;Xgkbs

The �fth step in the Woo and Lam protocol is:

5: S �! B : fNbgkbs

The inference rule associated with this protocol step

is:

fA; fXgkasgkbs
fXgkbs

meaning that the intruder could supply the protocol

with a message of the form fA; fXgkasgkbs so as to

get the message fXgkbs . Here is the scenario that

illustrates such a situation:

4: I(B) �! S : fA; fXgkasgkbs

5: S �! I(B) : fXgkbs

3.3 Veri�cation

In this section, we show how to combine roles and

inference rules so as to perform the veri�cation of a

given cryptographic authentication protocol. To keep

the presentation simple, we will con�ne ourselves to

the analysis of authentication properties.

A principal A wishing to prove his identity to a

principal B, has to answer all the challenges uttered

by B. Hence, the intruder can impersonate the prin-

cipal A if he can answer all those challenges uttered

by B to A. Thus, the veri�cation principal consists

in checking whether the intruder, with all its compu-

tation abilities, can answer such challenges. Actually,

the intruder computation abilities consist of:

� An initial knowledge generally made of the keys

that the intruder shares with other principals, the

server identity and other principal identities. No-

tice that this initial knowledge must be given ex-

plicitly within the protocol speci�cation.

� The usual encryption, decryption, composition

and decomposition abilities. Indeed, the intruder

could encrypt and decrypt any message under

known keys. In addition, he has the ability to

compose (catenate) and decompose messages.

� Those computation abilities given by the protocol

itself and captured by the deductive proof system.

Now we come to the explanation of the veri�cation

procedure. Starting from the protocol description, we

extract the roles. Now, for each role, the intruder

will attempt to answer all the challenges uttered so

as to perform a masquerade. The intruder will pro-

gressively follow the role in a stepwise way. For a



given step, if the role sends a message, the intruder will

merely store it and hence extending his knowledge. If

the role is waiting for receiving some particular mes-

sage, the intruder will attempt to generate it using

his current computation abilities. In other words, the

intruder will try to synthesize the required message

using his current knowledge modulo some composi-

tion/decomposition and encryption/decryption steps,

and also up to the use of the deductive proof system.

Now, let us see how this applies to the unidirec-

tional Woo and Lam authentication protocol of Table

1. Notice that the only concerned role is B.

Actually, before starting to take up the various

challenges uttered by B, we have �rst to proceed to

what we call the generalization of the role B. This

operation aims to replace some messages by message

variables as done in the deductive proof system. The

rationale underlying such substitutions is that these

messages could not be veri�ed from the content, struc-

ture, freshness and type standpoint. The role B is

rewritten into:

Role(B) = h?; A;Ai

h!; Nb; Ai

h?; X;Ai

h!; fA;Xgkbs ; Si

h?; fNbgkbs ; Si

Here, we replace the message fNbgkas by a message

variable X since B does not know the key kas, hence

he could accept any other information.

First of all, let us initialize the knowledge of the

intruder, noted KI , with the intruder initial knowl-

edge. In other words, KI is set to fkis; A;B; Sg. This

means that the intruder initially knows the identity of

the server S, his shared key with S, the role A and

the role B.

In the �rst step of the role B, the principal is

waiting for a message identi�er, say A. To take

up this challenge, the intruder has to generate

such an identi�er from KI modulo some composi-

tion/decomposition and encryption/decryption steps,

and also up to the use of the deductive proof system.

Such a constraint is written as:

(E1) KI j=R A

where R stands for the set of inference rules pre-

viously mentioned together with the usual composi-

tion/decomposition and encryption/decryption rules.

At the second step, B sends the nonce Nb over the

network. Hence, the message becomes available to the

intruder who extends his current knowledge to become

KI [ fNbg = fkis; A;B; S;Nbg.

At the third step, the intruder must supply B with

X . Accordingly, this second constraint will be written

as:

(E2) KI [ fNbg j=R X

At the fourth step, B o�ers the message fA;Xgkbs

to the intruder. The latter updates his knowledge to

become KI [ fNb; fA;Xgkbsg.

Finally, the intruder has to supply the role B with

fNbgkbs in order to achieve the masquerade. This last

constraint will be written as:

(E3) KI [ fNb; fA;Xgkbsg j=R fNbgkbs

At this level, we are ready to check whether the

intruder can or cannot impersonate the role A. This

amounts to check the existence of solutions to the con-

straint set fE1; E2; E3g.

In the case of the constraint set fE1; E2; E3g, the

algorithm produces many aws and attack scenarios.

Most of these attacks are new and completely di�erent

from those known up to now. In what follows, we

present in Table 2 one among the many elegant attacks

yielded by the algorithm.

This attack could be read as follows: First, the in-

truder begins a session with B in order to prove to B

that its identity is A. Second, the intruder I intercepts

the nonce Nb generated by B and sent to A. Third,

I responds by a message anything which may be any

message since B cannot do any veri�cation. Fourth,

B must react according to the protocol by sending the

message fA; anythinggKbs
. This message will be in-

tercepted by the intruder. Meanwhile, the server S

has no idea about what is happening. To �nish this

protocol run, the intruder ultimately needs the mes-

sage fNbgkbs which will be sent to B at the step (1.5).

The goal of the sessions 2,3 and 4 is to generate that �-

nal required message. Finally, the intruder �nishes the

�rst session with B by sending the message fNbgkbs as

if it is the response of S. Hence, B is convinced that

the initiator of the session one is A.

4 Conclusion

We reported in this paper a new algorithm for the

formal automatic veri�cation of authentication proto-

cols. This algorithm does not necessitate any speci�-

cation of any protocol property or invariant. It takes

as parameter the protocol speci�cation and generates

the set of aws, if any, as well as the correspond-

ing attack scenarios. To exemplify the usefulness and



1:1 I(A) �! B : A

1:2 B �! I(A) : Nb

1:3 I(A) �! B : anything

1:4 B �! I(S) : fA; anythinggkbs

2:1 C �! I(D) : C

2:2 I(D) �! C : Nb

2:3 C �! I(D) : fNbgkcs

3:1 C �! I(E) : C

3:2 I(E) �! C : C; fNbgkcs

3:3 C �! I(E) : fC; fNbgkcsgkcs

4:1 I(C) �! B : C

4:2 B �! I(C) : N 0

b

4:3 I(C) �! B : fC; fNbgkcsgkcs

4:4 B �! S : fC; fC; fNbgkcsgkcsgkbs

4:5 S �! I(B) : fC; fNbgkcsgkbs

5:4 I(B) �! S : fC; fNbgkcsgkbs

5:5 S �! I(B) : fNbgkbs

1:5 I(S) �! B : fNbgkbs

Table 2: An Attack of the Woo and Lam Authentication Protocol

e�ciency of our approach, we illustrated it on Woo

and Lam authentication protocol. A prototype of this

veri�cation algorithm has been implemented in BNR-

Prolog.

As future work, we intend to lift this veri�cation al-

gorithm to deal with key-exchange cryptographic pro-

tocols. Actually, the same principles apply to these

protocols. The two �rst steps of our veri�cation algo-

rithm remain unchanged. The only step that need to

be accommodated is the third veri�cation step.
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