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Abstract

Recently, attention has been given to formally character-
ize security policies that are enforceable by different kinds
of security mechanisms. Since execution monitoring (EM) is
a ubiquitous technique for enforcing security policies, this
class of enforcement mechanisms has attracted the attention
of the majority of authors characterizing security enforce-
ment. A very important research problem is the characteri-
zation of security policies that are enforceable by execution
monitors constrained by memory limitations. This paper
contributes to give more precise answers to this research
problem. To represent execution monitors constrained by
memory limitations, we introduce a new class of automata
that we call Bounded History Automata. Characterizing
memory limitations gives rise to a precise taxonomy of se-
curity policies enforceable under such constraints.

This work is in the same line as the research work ad-
vanced by Schneider [20], Ligatti et.al [1, 13] and Fong
[9] on security enforcement. Our main contribution con-
sists in (1) instantiating Fong’s abstraction idea to deal
with memory-limitations, (2) defining Bounded History Au-
tomata by applying our abstraction to both security au-
tomata and edit automata [1], and (3) Reasoning about the
enforcement power of bounded history automata by investi-
gating the enforcement of locally testable properties; a well
studied class of languages that are recognizable by inves-
tigating “local” information. Our approach gives rise to
a realistic evaluation of the enforcement power of execu-
tion monitoring. This evaluation is based on bounding the
memory size used by the monitor to save execution history,
and identifying the security policies enforceable under such
constraint.

keywords: execution monitoring, security policies, edit
automata, bounded history automata, locally-testable prop-
erties.

1 Introduction

Securing software platforms is based on specifying a set
of security policies and deploying the appropriate mecha-
nisms to enforce them. Enforcement mechanisms can be
classified into three main classes; static enforcement, exe-
cution monitoring and rewriting [12]. Execution monitors
are enforcement mechanisms that operate alongside the ex-
ecution of untrusted programs, they intercept security rel-
evant events, and intervene when an execution is attempt-
ing to violate the policy being enforced. While halting the
execution represents the common intervention action to re-
spond to a violation, execution monitors can have the power
of inserting actions on behalf of the program or suppressing
potentially dangerous actions [3].

The efforts of some pioneer authors [20][12] [2] [9] con-
tribute to the emergence of a new research field that targets
characterizing enforcement mechanisms and identifying the
classes of enforceable security policies. Since execution
monitoring (EM) enjoys the property of being a ubiquitous
technique for security policies enforcement, this class of
enforcement mechanisms has attracted the attention of the
majority of researchers studying formal characterizationof
security policies and enforcement mechanisms.

A very important research problem is the characteriza-
tion of security policies that are enforceable by execution
monitors constrained by memory limitations. Providing



precise answers to this problem is more crucial when we
design a security architecture for embedded systems. The
migration of the Java security model to embedded platforms
is a concrete witness of the importance of this problem. In-
deed, in the absence of a precise evaluation of Java EM-
enforcement mechanisms, Java stack inspection mechanism
is judged to be too heavy for embedded platforms and was
replaced by a lightweight mechanism having less enforce-
ment power [23].

This research problem was not well addressed in the lit-
erature since the majority of models make no constraint on
the size of the tracked execution history. Fong [9] is the first
one who presented an interesting attempt to answer this re-
search problem. He presented a general theoretical frame-
work to characterize security policies that are enforceable
by execution monitors constrained by the available infor-
mation about the execution history. However, the results of
Fong are too general and concern only prefix-closed prop-
erties over finite executions. In this paper, we present a pre-
cise characterization of security policies that are enforce-
able by monitors constrained by memory limitations. These
constraints are represented by limiting the space used by
monitors to save the execution history. Our approach allows
the characterization of any property over finite or infinite
executions that is enforceable by any conventional monitor
(that can only halt the execution in response to a potential
violation) or any more powerful monitor (that can insert ac-
tions on behalf of the program or suppress potentially dan-
gerous actions).

1.1 Related Work

Schneider [20] is the pioneer in characterizing security
policies enforceable by execution monitoring. His contribu-
tion is mainly twofold: (1) characterizing EM-enforceable
policies by security automata, and (2) identifying EM-
enforceable policies as a subset of safety properties. Jay
Ligatti, Lujo Bauer, and David Walker [1, 13, 14] have
introducededit automata; a more detailed framework for
reasoning about execution monitoring mechanisms. While
Schneider views execution monitors as sequence recogniz-
ers, Ligatti et al. view them as sequence transformers. By
having the power of modifying program actions at run time,
edit automata are provably more powerful than security au-
tomata in enforcing security policies [14].

Hamlen et al. [12] provided a taxonomy of enforce-
able security policies. In this taxonomy, they investigated
a larger set of enforcement mechanisms, including static
enforcement, execution monitoring and program rewriting.
One important contribution of this work is the connection of
this taxonomy to the arithmetic hierarchy of computational
complexity theory. A second important contribution of this
work is a more accurate characterization of security policies

that are actually enforceable by execution monitoring.
Fong [9] is the first one who provided a fine-grained,

information-based characterization of EM-enforceable poli-
cies. To represent constraints imposed on information avail-
able to execution monitors, he used abstraction functions
over sequences of controlled programs. To compare classes
of EM-enforceable security policies, he defined a lattice
on the space of all congruence relations over actions se-
quences. However, the EM-enforceable policies investi-
gated by Fong are limited to safety properties over finite
executions. Although this work provided a nice and el-
egant information-based classification of EM-enforceable
policies, real constraints on information tracked by execu-
tion monitors are not investigated. Indeed, the only abstrac-
tion notion investigated by Fong is the mapping of action
sequences into actions sets.

1.2 Contributions

In this paper, we propose a characterization of security
policies that are enforceable by execution monitors con-
strained by memory limitations. Namely, we character-
ize such memory limitation constraints by the memory size
available to save the execution history. Our main contribu-
tions are the following:

• We instantiate Fong’s abstraction idea to deal with
memory-limitations. Namely, we characterize the
information tracked by an execution monitor by a
bounded history representing a limited space used by
the monitor to store the execution history.

• We apply our abstraction to security automata [20] and
edit automata [1] [14]. The result is a new class of au-
tomata that we callbounded history automatainclud-
ing two subclasses;bounded security automataand
bounded edit automata.

• We identify a new taxonomy of EM-enforceable prop-
erties that is directed by the memory size used by ex-
ecution monitors to save execution history. This tax-
onomy gives rise to a realistic evaluation of the execu-
tion monitoring enforcement power. This evaluation is
based on bounding the space size used by the monitor
to save execution history, and identifying the security
policies enforceable under such constraint.

• We demonstrate the power of bounded edit automata
enforcement by investigating locally testable proper-
ties [4, 8]; a well studied class of properties that
are recognizable by inspecting “local” information of
bounded size. Defining the connection betweenBEA
enforceable properties and locally testable properties
allows us to benefit from a panoply of results avail-
able in language theory and concerning locally testable



properties recognition. Especially, we can benefit from
the algorithms deciding whether a property is locally
testable and those identifying the locality order of a
given locally testable property (i.e. the bounded size
of local information needed to recognize the property
sequences) [21] [22] [24].

The remainder of this paper is organized as follows. In
section 2, we present the main definitions needed along-
side the paper. Section 3 is dedicated to the presenta-
tion of the main characterizations of execution monitoring
enforcement. Section 4 is devoted to the presentation of
bounded history automata. In section 5, we investigate EM-
enforcement of locally testable properties. We present some
examples ofBHA-enforceable policies in section 6 and we
end by the conclusion and the future work in section 7.

2 Definitions

We start by some notations of language theory. An al-
phabetΣ is a set of symbols. Those symbols are used
to represent program actions. In the sequel, we use inter-
changeably symbols and actions. We denote the set of fi-
nite sequences overΣ by Σ∗. The set of all infinite se-
quences overΣ is denoted byΣω, andΣ∞ = Σ∗ ∪ Σω

denotes the set of all finite and infinite sequences overΣ.
The empty sequence is denoted byǫ. A sequence count-
ing only one input actiona is denoted by “a”. We de-
note byσσ′ the concatenation of two sequencesσ andσ′.
A languageL over Σ is a subset ofΣ∞. We denote by
LL′ = {σσ′|σ ∈ L ∧ σ′ ∈ L′} the concatenation of two
languagesL andL′. The intersection of two languagesL
andL′ is denoted byL ∩ L′ = {σ|σ ∈ L ∧ σ ∈ L′}. The
union of two languagesL andL′ is denoted byL ∪ L′ =
{σ|σ ∈ L ∨ σ ∈ L′}. The difference of two languages
L andL′ is denoted byL \ L′ = {σ|σ ∈ L ∧ σ /∈ L′}.
We denote by|σ| the length of a sequenceσ. The set
Σk = {σ ∈ Σ∗ : |σ| = k} denotes the set of all possible se-
quences of lengthk wherek is a positive integer. For some
positive integerk, Σk = {σ ∈ Σ∗ : |σ| ≤ k} denotes the
set of all possible sequences of length less than or equal to
k. The set(Σk × Σk)k = {(σ, σ′) ∈ Σk ×Σk : |σσ′| ≤ k}
denotes the set of all possible pairs of sequences such that
the length of the concatenation of the two sequences is less
than or equal tok wherek is a positive integer.

A sequenceσ′ is aprefixof another sequenceσ if there
exists a sequenceσ′′ such thatσ = σ′σ′′. Similarly, σ′ is a
suffixof σ if there exists a sequenceσ′′ such thatσ = σ′′σ′.
We denote byσ[..k] the length-k prefix ofσ wherek is a
positive integer. Similarly,σ[k + 1 ..] denotes the suffix of
σ consisting of all but the firstk symbols ofσ. We denote
by Pref (σ) the set of all prefixes of a sequenceσ. Simi-
larly, Suf (σ) denotes the set of all suffixes of a sequence

σ. A k length factor ofσ starting at positioni is denoted
by σ[i..i + k − 1 ]. For a sequenceσ and a positive inte-
ger, the set of all factors of lengthk of σ is denoted by
Factk(σ) = {σ′ ∈ Σk|∃ σ′′ ∈ Σ∗.∃σ′′′ ∈ Σ∞ : σ =
σ′′σ′σ′′′}. The setPref k(σ) = {σ′ ∈ Pref (σ) : |σ′| ≤ k}
denotes the set of all prefixes ofσ of length less than
or equal tok wherek ≤ |σ|. Similarly, the set of suf-
fixes of σ of length less than or equal tok is denoted by
Suf k(σ) = {σ′ ∈ Suf (σ) : |σ′| ≤ k)}.

We need also some definitions related to security poli-
cies. LetΣ denote the set of all input actions that can be
intercepted by a monitor. A security policyP⊆ Σ∞ is a set
of sequences. A sequenceσ satisfies a security propertyP if
and only ifσ ∈ P . A security policyP is apropertyif there
exists a predicatêP over individual executions satisfying
∀σ ∈ Σ∞. σ ∈ P ⇔ P̂ (σ). A security propertyP is prefix-
closed if and only if:∀σ ∈ Σ∞. σ ∈ P⇒ Pref(σ) ⊆ P .

3 EM-Enforcement Characterization

In this section, we present the two main characterizations
of EM-enforcement:security automata(SA) and edit au-
tomata(EA). We present also the Fong’s information-based
characterization ofSA-enforceable policies.

3.1 Security automata

In this characterization, a monitor can intervene only by
halting the program execution. According to this defini-
tion of EM-enforcement, Schneider [20] observes that every
EM-enforceable security policyP must be a prefix-closed
property. An EM-enforceable policy is specified by asecu-
rity automaton.

Definition 3.1 (Security Automaton) A Security Automa-
ton (SA)[20] is a quadruple〈Σ, Q, q0, δ〉 where:

• Σ is the set of finite or countably infinite input actions.

• Q is the set of finite or countably infinite automaton
states.

• q0 ∈ Q is the initial state.

• δ : (Q × Σ) → Q is the (possibly partial) transition
function. For a state q and an input action a,δ(q, a) is
defined if the monitor is supposed to accept the input
action a while it is in the state q. The transitionδ(q, a)
is not defined if the monitor is supposed to halt after
reading the input action a while being in the state q.

A sequence of input actions is accepted (recognized) by
a security automaton if, starting from stateq0 and reading
the sequence one input action at a time, a transition is de-
fined for each input action in the sequence and the reached



state. The automaton state changes according to each taken
transition. This acceptance definition is broad enough to
cover finite and infinite sequences recognition and is repre-
sented by a recognition path. A recognition path is a (finite
or infinite) sequence of transition steps of the formq

a
→ q′

whereq′ = δ(q, a).
In addition to specifying security policies, security au-

tomata can serve as the basis for an execution monitor im-
plementation. In such implementation, before performing
any protected action, an input symbol is sent to the simula-
tion of the security automata: If the security automata can
make a transition then the controlled program is allowed
to perform the protected action. Otherwise, the controlled
program is terminated (since it is attempting to violate the
security policy).

3.2 Edit Automata

Edit automata characterize execution monitors that in ad-
dition to halting the execution of the controlled program,
can modify the program actions either by suppressing or in-
serting actions.

Definition 3.2 (Edit Automaton) An edit automaton (EA)
is defined by a quadruple〈Σ, Q, q0, δ〉 where:

• Σ is the set of finite or countably infinite input actions.

• Q is the set of finite or countably infinite automaton
states.

• q0 ∈ Q is the initial state.

• δ : (Q × Σ) → (Q × Σ∞) is the transition function1.
For a state q and an input action a,δ(q, a) is defined
by:

δ(q, a) =















(q′, σ) whereσ 6= a ∧ σ 6= ǫ (Insert)
(q′, a) (Accept)
(q′, ǫ) (Suppress)
Undefined, otherwise. (Halt)

When given a current state and an input action, the tran-
sition function specifies a new state to enter and a sequence
of actions to execute. The transition function specifies the
intervention action to take in order to enforce the property.
The (Accept) case corresponds to accepting the input action,

1The transition function definition presented here is equivalent to the
original definition of Ligatti et all [1]. The only difference is that an input
action in our definition is consumed at each transition step while it is not
consumed in an insert step of their definition. However, for any edit au-
tomaton based on the definition in [1], it is easy to construct an equivalent
automaton according to our definition. We adopt the definitionpresented
here mainly for three reasons: (1) to be closer to automata theory and (2)
to facilitate automata construction in the proofs presentedin this paper and
(3) to present a definition that is more suited to effective= enforcement
(3.3) than the original definition.

the (Suppress) case corresponds to suppressing the input ac-
tion, the (Insert) case corresponds to inserting a sequenceof
actions, and the (Halt) case corresponds to halting the exe-
cution. The automaton accepts a sequenceσ if it can follow
a valid path while reading the input actions ofσ. The ac-
ceptance path is a (finite or infinite) sequence of transition
steps of the formq

a
−→
τ

q′ wherea is the input action andτ

is the sequence edited by the automaton. Thus a transition
step can represent three cases. (1) Ifτ = “a” then the input
actiona is accepted, (2) ifτ 6= ǫ ∧ τ 6= “a” then the se-
quenceτ is inserted, and (3) ifτ = ǫ then the input action
a is suppressed. We denote byA(σ) the sequence edited by
an edit automatonA while reading an input sequenceσ and
we denote byAP the property enforced byA. It is impor-
tant to remind two principles that any monitor must obey in
order to ensureeffectiveenforcement [1]:

1. Soundness: Any observable execution must satisfy the
property being enforced.

2. Transparency: The semantics of any execution satisfy-
ing the property must be preserved.

Since, edit automata can modify input sequences,EAen-
sureSoundnessby transforming bad executions into valid
executions, and ensuretransparencyby transforming valid
executions into equivalent valid executions. Let us denote
by effective∼= enforcementthe effective enforcement of edit
automata based on a given equivalence relation∼=. Let us
recall the formal definition of effective∼= enforcement [1]:

Definition 3.3 (Effective∼= Property Enforcement) Let
A = 〈Σ, Q, q0, δ〉 be an edit automaton and∼= an equiva-
lence relation over sequences ofΣ∞. The EA effectively∼=
enforces P if and only if, for each sequenceσ ∈ Σ∞ we
have:

1. A(σ) ∈ P , and

2. σ ∈ P ⇒ A(σ) ∼= σ.

It has been proved [1][14] that edit automata are pow-
erful effective= enforcers. Indeed, an edit automaton can
suppress a sequence of potentially dangerous actions un-
til it can confirm that the sequence is legal, at which point
it inserts all the suppressed actions [1] [2], [14]2. A lower
bound of properties that are effectively= enforceable by edit
automata is identified and calledrenewal properties.

Definition 3.4 A property P overΣ∞ is a renewal property
if and only if one of the following two equivalent conditions
is satisfied:

2Even if effective= enforcement has been formally defined later in [13],
the proof presented in [1] uses implicitly effective= enforcement.



∀σ ∈ Σω. σ ∈ P ⇔ Pref (σ) ∩ P is an infinite set (RW1)

∀σ ∈ Σω.σ ∈ P ⇔ ∀σ′ ∈ Pref (σ).
∃σ′′ ∈ Pref (σ).σ′ ∈ Pref (σ′′) ∧ σ′′ ∈ P (RW2)

According to this definition, any property over finite ex-
ecutions is a renewal property.

Proposition 3.5 [14] A property P overΣ∞ is effectively=
enforceable by edit automata if P is a renewal property and
ǫ ∈ P .3

In the rest of this paper, any mention ofenforcement
refers toeffective= enforcement.

3.3 Fong’s Characterization

Fong [9] has proposed an information-based approach
characterizing EM-enforceable security polices by the in-
formation consumed by execution monitors. He first in-
troduced Shallow history automata (SHA); a new security
automata class characterizing security policies that are en-
forceable by monitors tracking shallow access history. The
information provided by a shallow access history is whether
an action has been previously granted. The formal defini-
tion of shallow history automata is the following.

Definition 3.6 [9] A shallow history automaton is a secu-
rity automaton of the form〈Σ, 2Σ, ∅, δ〉 where:

• Σ is the set of finite or countably infinite input symbols.

• 2Σ is the set of finite or countably infinite automaton
states. Each state represents a shallow history.

• ∅ is the initial (shallow history) state.

• δ : 2Σ × Σ → 2Σ is the transition function. δ is
defined such that:∀H ∈ 2Σ.∀a ∈ Σ. δ(H, a) =
{

H ∪ {a} if H ∪ {a} is a valid shallow history (1)
Undefined, otherwise. (2)

Motivated by the enforcement power ofSHA, Fong gen-
eralized the technique to provide an information-based clas-
sification of EM-enforceable policies. The classification
criteria are the constraints on the information that is avail-
able to one execution monitor. To represent the information
available to an execution monitor, a set of abstract states
is used. An abstraction functionα is defined so that each
abstract state represents a set of different finite executions.
By matching different action sequences onto a single action
sequence, the abstraction function reduced the set of action
sequences that are visible to an execution monitor, hence re-
sulting in a reduction of the set of security policies enforce-
able by this execution monitor. An abstraction function can
be defined by the following:

3Proposition 3.5 corresponds to theorem 8 in [14].

Definition 3.7 (Abstraction Function) [9]
Let S be a finite or countably infinite set of abstract states

and letα be any function such thatα : Σ∗ → S. α is an
abstraction function if it satisfies the following compatibility
property:

∀w,w′ ∈ Σ∗.∀a ∈ Σ.α(w) = α(w′)⇒ α(wa) = α(w′a)

The security automaton specifying the behavior of an ex-
ecution monitor tracking the abstract states is defined by an
α-SA.

Definition 3.8 (α-SA) [9]
Let α : Σ∗ → S be a compatible abstraction function.

Anα-SA is a SA〈Σ, S, α(ǫ), δ〉 such that for allw ∈ Σ∗ and
for all a ∈ Σ, eitherδ(α(w), a) = α(wa) or δ(α(w), a) is
not defined at all.

Theα-SA-enforceable security policies are those that can
be enforced by monitors consuming information left behind
by the abstraction function[9].

4 Bounded History Automata

In this section, we present Bounded History Automata
(BHA). (BHA) is a class of automata characterizing secu-
rity policies that are enforceable by monitors manipulat-
ing bounded space to track execution histories. Within this
class, we identify two main classes: Bounded Security Au-
tomata (BSA) and Bounded Edit Automata (BEA). To char-
acterize a monitor tracking bounded histories of lengthk,
the BHA states set and the transition function are defined
such that:

• Each state represents a bounded history of a (possibly
infinite) set of valid executions.

• For each bounded historyh and each input actiona, the
new historyh’ (if it is defined forh anda) defined by
the transition function is an abstraction of the history
ha.

4.1 Bounded Security Automata

Definition 4.1 (Bounded Security Automaton) A BSA of
bound k (k-BSA) is a SA〈Σ, Q = Σk, q0, δ〉 where:

• Σ is the set of finite or countably infinite input actions.

• Q is the set of finite or countably infinite automaton
states. Each state inQ represents a bounded history of
a (possibly infinite) set of accepted sequences.

• k defines the maximum size of a history.

• q0 is the initial state (usually the empty historyǫ).



• δ : (Q × Σ) → Q is the (possibly partial) transition
function.

Intuitively, when aBSA A, is in the stateh and reading
an input actiona, if a transition is defined fromh to a state
h’ such thath ′ = δ(h, a) thenh’ is an abstraction of the
historyha. The meaning of this abstraction is that only the
abstractionh’ of ha is relevant for the enforcement of the se-
curity policyAP in any extension ofha where any abstrac-
tion must be formatted as a sequence of at mostk actions.
Thus, the transition functionδ defines an abstraction func-
tion β : Σk+1 → Σk whereδ(h, a) = β(ha). We denote
the abstraction function defined by the transition functionof
aBHA Aby Aβ .

We denote byAP the security policy enforced by aBSA
A. Thus,AP is the set of all (finite or infinite) sequences
accepted byA. If we consider only finite sequences, we de-
note byAPf

⊆ AP the set of all finite sequences ofAP .
Since we are dealing with a class of security automata, the
set of security properties enforceable byBSAis a subset of
the safety properties set. LetEM kSA denote the set of prop-
erties enforceable by bounded security automata of bound
k.

Proposition 4.2 For any two positive integers k and k’ such
thatk < k′, we haveEM kSA ⊂ EM k ′SA.

In what follows, we explain the connection betweenBSA
and Fong’sα-SA and SHA. The definitions of abstraction
functions,α-SA, andSHAhave been presented in 3.7, 3.8,
and 3.6 respectively.

Proposition 4.3 For any BSAA = 〈Σ, Q = Σk, q0, δ〉,
there exist anα-SA enforcingAPf

.

Proposition 4.4 For any α-SA A = 〈Σ, Q, α(ǫ), δ}〉 en-
forcing a property P, there exists a k-BSA enforcing the
same property P where k is the maximum size that can have
the encoding of an abstract state.4

Proposition 4.5 If the set of input actionsΣ is finite such
that |Σ| = k, then, for any shallow history automaton en-
forcing a property P, there exists a k-BSA enforcing P.

Proof: We prove this result by constructing theBSA
enforcingP. Let A = 〈Σ, 2Σ, ∅, δ〉 be the shallow history
automaton enforcing the propertyP. The BSA enforcing
P is defined by〈Σ,Σk, ǫ, δ′〉 where the transition func-
tion δ′ is defined such that:∀σ ∈ Σk.∀a ∈ Σ. δ′(σ, a) =






σ if a ∈ Act(σ) (1)
σa if a /∈ Act(σ) ∧ δ(Act(σ), a) = Act(σ) ∪ {a} (2)
Undefined, otherwise. (3)

4For space-limitation, we do not present the proofs of the majority of
the propositions presented in this paper.

whereAct : Σk → 2Σ is the function that returns for
each sequenceσ the set of actions present inσ.

For finite input actions sets,BSAhave more enforcement
power thanSHA. Indeed, anyBSA-enforceale property dis-
tinguishing between two sequences counting the same set
of actions, is not enforceable by anySHA.

4.2 Bounded Edit Automata

As we did forBSA, we use the automaton states to rep-
resent bounded histories. The only difference here is that
a bounded history is a concatenation of two sequences; the
first is accepted by the automaton, and the second is sup-
pressed in order to reinsert it if a valid prefix is recognized.
To define a bounded edit automatonBEA, we use the con-
struction technique adopted in [14].

Definition 4.6 A BEA of bound k (k-BEA) is an edit au-
tomaton〈Σ, Q = (Σk × Σk)k, q0, δ〉 where:

• Σ is the set of finite or countably infinite input actions.

• Q is the set of finite or countably infinite automa-
ton states. Each state is a pair〈σAcc , σSup〉 where
σAcc represents a suffix of a (possibly infinite) set of
accepted prefixes andσSup represents a suppressed
suffix. Since we are dealing with bounded histories,
σAccσSup ∈ Σk.

• k defines the maximum size of a history.

• q0 ∈ Q is the initial state, usually the pair〈ǫ, ǫ〉 which
means that no prefix was accepted and no sequence
was suppressed.

• δ : (Q × Σ) → Q is the (possibly partial) transition
function.

For a state〈σAcc , σSup〉 and an input actiona, the new
state〈σ′

Acc , σ
′
Sup〉 is defined byδ(〈σAcc , σSup〉, a) such that

the historyσ′
Accσ

′
Sup is an abstraction ofσAccσSupa. We

denote byβ : Σk+1 → Σk the abstraction function used to
defineδ such thatδ(〈σAcc , σSup〉, a) = α(β(σAccσSupa))
where the functionα : Σk → (Σk × Σk)k specifies the
accepted sequence and the suppressed one depending on the
property being enforced by theBEA. Let EM kEA denote
the set of properties enforceable by bounded edit automata
of boundk.

Proposition 4.7 For any two positive integers k and k’ such
thatk < k′, we haveEM kEA ⊂ EM k ′EA.



4.3 Bounded-History-Based Taxonomy of
EM-Enforceable Policies

Proposition 4.2 and proposition 4.7 together, allow us to
identify a new taxonomy of EM-enforceable policies that
is based on memory limitation constraints. Indeed, if we
denote byEM SA the class of properties that are enforce-
able bySA, then by proposition 4.2, we get the following
taxonomy:EM 0SA ⊂ EM 1SA ⊂ EM 2SA . . . ⊂ EM SA.
The smallest class of this taxonomy is the class of proper-
ties that are enforceable byBSAhaving no space to save
the execution history and the biggest class is the class of
properties that are enforceable by security automata which
have no constraint on the space used to save the execution
history. Similarly, if we denote byEM EA the class of prop-
erties that are enforceable byEA, then by proposition 4.7,
we get the following taxonomy:EM 0EA ⊂ EM 1EA ⊂
EM 2EA . . . ⊂ EM EA. Note that for any positive integerk,
we haveEM kSA ⊂ EM kEA.

5 Bounded History Automata and Local
Testability

In language theory,locally testableproperties [4] are
identified as the class of properties that are recognizable by
inspecting “local” information. In the following, we investi-
gate the connection between locally testable properties and
BHA-enforceable properties.

5.1 Locally Testable Properties

Locally testable propertiesLT are properties that are
recognizable byscanners; automata equipped with a finite
memory and asliding window of a fixed lengthn [4]. To
analyze a sequence, the sliding window is moved from left
to right on the input sequence. During the analysis of an
input sequence, the scanner remembers the prefixes or suf-
fixes of length smaller thann and the factors of lengthn.
Depending on the identified sets of prefixes, suffixes, and
factors, the scanner decides to accept or to reject the input
sequence. In the sequel, we present the definition of locally
testable properties and the different classes of LT properties
that we can found in the literature.

Definition 5.1 (Locally Testable Properties) 5

Let k be a positive integer. A property L ofΣ∞ is k-
locally testable if there exist four setsP, S ⊆ Σk−1, X ⊆
Σk−1 andF ⊆ Σk such that the elements of L are defined
by the two following rules:

5We present here a definition that covers both finite and infinite se-
quences. In the literature, locally testable properties over finite sequences
and locally testable properties over infinite sequences aretreated separately
[8] [17].

• ∀σ ∈ Σ∗. σ ∈ L \ {ǫ} ⇔
(σ ∈ X) ∨ ((Pref k−1 (σ) ∩ P 6= ∅) ∧

(Suf k−1 (σ) ∩ S 6= ∅) ∧ (Factk(σ) ⊆ F )).

• ∀σ ∈ Σω. σ ∈ L \ {ǫ} ⇔ ∀σ′ ∈ Pref (σ).
∃σ′′ ∈ Pref (σ).σ′ ∈ Pref (σ′′) ∧ σ′′ ∈ L.

A property L ofΣ∞ is locally testable if it is k-locally
testable for some integer k.

According to this definition, the set of non empty finite
sequences of a locally-testable propertyL is defined by the
set(L∩Σ∗) \ {ǫ} = ((PΣ∗ ∩Σ∗S) \Σ∗FΣ∗)∪X where
F = Σk \ F . Similarly, the set of infinite sequences ofL is
defined by the setL ∩ Σω = (PΣω ∩ (Σ∗S)

ω
) \ Σ∗FΣω.

We suppose thatX = {σ ∈ L : |σ| < k} i.e. all se-
quences ofL of length less thank are in X. Intuitively, a
sequenceσ is in L if it satisfies one of the two following
conditions depending on its length:

• Case|σ| < k: σ must be an element ofX (σ ∈ X).

• Case|σ| ≥ k: σ must satisfy the three following con-
ditions:

– (Pref k (w) ∩ P 6= ∅), i.e. σ must have one of its
prefixes inP.

– (Suf k (w) ∩ S 6= ∅), i.e. must have one of its
suffixes inS .

– (Factk(w) ⊆ F ), i.e. σ must have all its factors
of lengthk in F .

The following proposition is important for the recogni-
tion of LT properties:

Proposition 5.2 Let L = ((PΣ∗ ∩ Σ∗S) \ Σ∗FΣ∗) ∪ X
be a k-locally testable property. Let us define the two sets
Finitial andFterminal by:

• Finitial =

{

{f ∈ F | Pref (f) ∩ P 6= ∅} if P 6= ∅
F if P = ∅

• Fterminal =

{

{f ∈ F | Suf (f) ∩ S 6= ∅} if P 6= ∅
F if S = ∅

A sequenceσ such that|σ| = k + d for some positive
integer d, is an element of L if and only if:

(1) ∃finit ∈ Finitial ∧ ∃σ
′ ∈ Σ∗ : σ = finitσ

′, and

(2) ∃fend ∈ Fterminal ∧ ∃σ
′ ∈ Σ∗ : σ = σ′fend , and

(3) ∀1 ≤ i ≤ d + 1 : σ[i..i + k − 1] ∈ F.



Finitial represents the set of all factors of lengthk that
can be accepted as prefixes of a sequence ofL. Fterminal

represents the set of all factors of lengthk that can be ac-
cepted as suffixes of a sequence ofL. Condition (1) ensures
that any sequenceσ of L such that|σ| ≥ k must start by
a prefix ofP (a factor ofFinitial ). Condition (2) ensures
thatσ must end by a suffix ofS (a factor ofFterminal ), and
(3) ensures that all factors of lengthk of σ must be ele-
ments ofF . The propertyL = (({ab}Σ∗ ∩ Σ∗{ba}) \
Σ∗{aaa, abb, bab, bba, bbb}Σ∗) ∪ {aa, bb} is an example
of a LT property whereP = {ab}, S = {ba}, X =
{aa, bb}, F = {aba, baa, aab}, F = {aaa, abb, bab, bba,
bbb}, andFinitial = Fterminal = {aba}. The propertyL
can also be written asL = {aba}∗ ∪ {aa, bb}.

Since the definition of a locally testable propertyL
makes no constraints on the setsP,X, S andF , some fac-
tors ofF cannot be factors of any sequence ofL. This can
happen when a factorf is accepted as a factor of any se-
quence of the language, but no sequence starting by a prefix
of P and having all its factors inF can havef as a factor.
for example, if for the propertyLL defined above, the setF
is defined such thatF = {aba, baa, aab, bbb}, then there is
no sequenceσ of LL countingbbb as a factor.

For some results of this section we need the exact
definition of the factors that are really used to construct
a locally testable property. LetL be a k-locally testable
property defined by the setsP, S, F , andX. We define the
set of factors that are really used to construct the sequences
of L by the setFR defined by:

FR = {f ∈ F |∃σ ∈ Σ∗.(σf ∈ L ∨ ∃σ′ ∈ Σ+.σfσ′ ∈ L).

AmongLT properties, we can identify four main classes:
prefix testable, suffix testable, prefix-suffix testable, and
strongly locally testableproperties [17]. We start byprefix
testableproperties that are recognizable by inspecting only
prefixes of limited size.

Definition 5.3 (Prefix Testable Properties)Let k be a
positive integer. A property L ofΣ∞ is k-prefix testable
if there exist two setsP ⊆ Σk and X ⊆ Σk−1 such that
L \ {ǫ} = PΣ∞ ∪ X where the elements of L are defined
by the following rule:

∀σ ∈ Σ∞. σ ∈ L \ {ǫ} ⇔ σ ∈ X ∨ Pref k (σ) ∩ P 6= ∅.

A property L ofΣ∗ is prefix locally testable if it is k-prefix
testable for some integer k.

According to this definition, the set of non empty finite
sequences of a prefix testable propertyL is defined by the
set(L ∩ Σ∗) \ {ǫ} = PΣ∗ ∪ X. Similarly, the set of infi-
nite sequences ofL is defined by the setL ∩ Σω = PΣω.

Respectively,suffix testableproperties are recognizable by
inspecting suffixes of limited size.

Definition 5.4 (Suffix Testable Properties)Let k be a
positive integer. A property L ofΣ∞ is k-suffix testable if
there exist two setsS ⊆ Σk andX ⊆ Σk−1 such that the
elements of L are defined by:

• ∀σ ∈ Σ∗. σ ∈ L \ {ǫ} ⇔ σ ∈ X ∨ Suf k (σ) ∩ S 6= ∅.

• ∀σ ∈ Σω. σ ∈ L \ {ǫ} ⇔ ∀σ′ ∈ Pref (σ).
∃σ′′ ∈ Pref (σ). σ′ ∈ Pref (σ′′) ∧ σ′′ ∈ L.

A property L ofΣ∗ is suffix testable if it is k-suffix testable
for some integer k.

According to this definition, the set of non empty finite
sequences of a suffix testable propertyL is defined by the
set(L∩Σ∗) \ {ǫ} = Σ∗S ∪X. Similarly, the set of infinite
sequences ofL is defined by the setL ∩ Σω = (Σ∗S)

ω.
By inspecting both prefixes and suffixes of limited size, we
have the class ofprefix-suffixtestable properties:

Definition 5.5 (Prefix-Suffix Testable Properties)Let k
be a positive integer. A property L ofΣ∞ is k-prefix-suffix
testable if there exist three setsP, S ⊆ Σk andX ⊆ Σk−1

such that the elements of L are defined by:

• ∀σ ∈ Σ∗. σ ∈ L \ {ǫ} ⇔ σ ∈ X ∨ (Pref k (σ) ∩ P 6=
∅ ∧ Suf k (σ) ∩ S 6= ∅).

• ∀σ ∈ Σω. σ ∈ L \ {ǫ} ⇔ ∀σ′ ∈ Pref (σ). ∃σ′′ ∈
Pref (σ).σ′ ∈ Pref (σ′′) ∧ σ′′ ∈ L.

A property L ofΣ∗ is prefix-suffix testable if it is k-prefix-
suffix testable for some integer k.

According to this definition, the set of non empty fi-
nite sequences of a prefix-suffix testable propertyL is de-
fined by the set(L ∩ Σ∗) \ {ǫ} = PΣ∗S ∪ X. Simi-
larly, the set of infinite sequences ofL is defined by the set
L ∩ Σω = PΣω ∩ (Σ∗S)

ω. The strongly locallytestable
properties are a variety ofLT properties that are recogniz-
able by inspecting factors of fixed size.

Definition 5.6 (Strongly Locally Testable Properties)
Let k be a positive integer. A property L ofΣ∞ is k-strongly
locally testable if there exist a setF ⊆ Σk such that
∀σ ∈ Σ∞. ∀σ′ ∈ Pref (σ). Factk(σ′) ⊆ F = ∅.

A property L ofΣ∗ is strongly locally testable if it is k-
strongly testable for some integer k.

According to this definition, the set of non empty se-
quences of a strongly locally testable propertyL is defined
by the set(L ∩ Σ∞) \ {ǫ} = Σ∞ \ Σ∗FΣ∞.



5.2 BSA-Enforceable Local Properties

In what follows, we investigate local properties that are
enforceable byBSA. SinceBSA is a class of security au-
tomata, a local property has to be prefix-closed in order to
beBSA-enforceable.

Proposition 5.7 (Prefix-closed Local Properties)Let k be
any positive integer, and letF ⊆ Σk, P, S ⊆ Σk−1, and
X ⊆ Σk−1 be the sets used to define a local property L
whereX = {σ ∈ L : |σ| < k}:

1. If L is a k-prefix-testable property defined by the two
setsP and X, then L is prefix-closed if and only if
X ∪ P is prefix-closed.

2. If L is a k-locally testable property defined by the sets
P , S, X, andF , then L is prefix-closed if and only if:

(I) X ∪ Finitial is prefix-closed, and

(II) FR ⊆ Fterminal .

3. If L is a k-strongly-locally testable property defined by
the setF , then L is prefix-closed.

4. If L is a k-suffix testable property defined by the two
setsS andX or a k-prefix-suffix testable property de-
fined by the setsP , S and X, then L is not prefix-
closed.

The following propositions identifyBSA-enforceableLT
properties andLT properties that are notBSA-enforceable.

Proposition 5.8 Any prefix-closed k-prefix testable prop-
erty L overΣ∞ that is defined by two setsP ⊆ Σk and
X ⊆ Σk−1 where k is any positive integer, is enforceable
by some k-BSA.

Proposition 5.9 Any k-strongly locally testable property L
overΣ∞ and defined by some setF ⊆ Σk is enforceable by
some k-BSA.

Proposition 5.10 Any prefix-closed k-locally testable prop-
erty L that is defined by the setsF ⊆ Σk, P, S ⊆ Σk−1, and
X ⊆ Σk−1, where k is any positive integer, is enforceable
by some k-BSA.

Proposition 5.11 Suffix testable properties and prefix-
suffix testable properties are not enforceable by BSA.

5.3 BEA-Enforceable Local Properties

In the sequel, we investigateBEA-enforceable local
properties.

Proposition 5.12 Any k-prefix testable property where k is
any positive integer is enforceable by some k-BEA.

Proposition 5.13 Let k be any positive integer and letF ⊆
Σk be the set used to define a k-strongly locally testable
property L overΣ∞. Then any such k-strongly locally
testable property is enforceable by some BEA.

Proposition 5.14 Let k be any positive integer and let the
four setsX ⊆ Σ≤k−1, P, S ⊆ Σk−1 andF ⊆ Σk be the
sets used to define a k-locally testable property L overΣ∞.
Then there exists a BEA enforcing L.

Proposition 5.15 Suffix testable properties properties are
not enforceable by BEA.

Proposition 5.16 Prefix-suffix testable properties are not
enforceable by BEA.

The following two propositions show that suffix testable
properties and prefix-suffix testable properties can be en-
forced by “non bounded” edit automata.

Proposition 5.17 Let k be any positive integer and letS ⊆
Σk and X ⊆ Σ≤k−1 be the sets used to define a k-suffix
testable property L overΣ∞. Then there exists an edit au-
tomaton enforcing L.

Proposition 5.18 Let k be any positive integer and let
P, S ⊆ Σk and X ⊆ Σ≤k−1 be the sets used to define a
k-prefix-suffix testable property L overΣ∞. Then there ex-
ists an edit automaton enforcing L.

5.4 Local EM-Enforceable Properties

In 5.2 and 5.3, we have demonstrated a strong connec-
tion between BHA-enforceable properties and local proper-
ties. According to the gotten results, one can take anyBHA-
enforceable local property, and construct theBHAenforcing
it. In order to get the maximum benefit from those results,
it is important to investigate EM-enforceable properties that
are local properties. Deciding whether a property is locally
testable has been well investigated and many deciding algo-
rithms where proposed [24] [22] [21] [15]. Since, those
algorithms are usually defined for properties that are ex-
pressed in terms of (conventional) automata, we investigate
in the sequel the translation of security automata and edit
automata into (conventional) automata. Since we are deal-
ing with both finite and infinite sequences, Büchi automata
seems to be the automata model that is the most suitable
to characterize security policies that areEA effectively=-
enforceable. We consider only deterministic Büchi au-
tomata since all the automata used in this paper6 are de-
terministic automata. First we recall the formal definition

6Security Automata, edit automata, and bounded history automata



of into Büchi automata and explain their property recogni-
tion mode.

Definition 5.19 [18] [19] [B üchi Automata] A B̈uchi Au-
tomaton is a 5-tuple〈Σ, Q, I, F, δ〉 where:

• Σ is the set of finite or countably infinite input actions.

• Q is the set of finite or countably infinite automaton
states.

• q0 is the initial state.

• F ⊆ Q is the set of final states.

• δ : (Q × Σ) → Q is the (possibly partial) transition
function.

Recognition paths of finite and infinite sequences are
presented in the following:

1. A finite sequenceσ such that|σ| = n is recognizable
by the B̈uchi automaton, if there exists a finite path of

the formq0
σ[1]
−→ q1 . . . qn−1

σ[n]
−→ qn where

∀0 ≤ i ≤ n.qi ∈ Q.∀0 ≤ i < n.δ(qi, σ[i+1]) = qi+1

andqn ∈ F . Therefore,σ is recognizable by a finite
path starting from the initial stateq0 and ending by a
final state.

2. An infinite sequenceσ is recognizable by the B̈uchi
automaton, if there exists an infinitep path of the form

q0
σ[1]
−→ q1 . . . qn−1

σ[n]
−→ qn

σ[n+1]
−→ . . . such that some

final state f occurs infinitely often inp.

Proposition 5.20 For any security automatonA =
〈Σ, Q, q0, δ〉 there exists a B̈uchi automaton recognizing the
propertyAP enforced by A.

Proof: The Büchi automaton recognizing the property
AP enforced byA is the automatonA′ = 〈Σ, Q, q0, Q, δ〉.
This means that a security automaton is simply a Büchi
automaton for which all states are finite states.

Definition 3.2, allows us to view edit automata charac-
terizing effective=-enforcers as sequence recognizers rather
than sequence transformers. Although, edit automata have
been introduced as sequence transformers, the main relevant
contributions targeting EA-enforcement have been demon-
strated using edit automata acting as effective=-enforcers.
Indeed, in [14] [13] [1], an effective=-enforcer is charac-
terized by an edit automaton that suppresses a sequence
of potentially dangerous actions until it can confirm that
the sequence is legal, at which point it inserts all the sup-
pressed actions. This is exactly the same principle used by
automata-based compilers. Following this intuition, we can
easily construct a B̈uchi automaton specifying the property
being enforced by an edit automaton acting as effective=-
enforcer.

〈ǫ, ǫ〉〈ǫ, ǫ〉 〈a, ǫ〉

〈a, b〉 〈abc, ǫ〉

〈a, c〉 〈acb, ǫ〉

a
b

c

c
b

〈ǫ, ǫ〉〈ǫ, ǫ〉 〈a, ǫ〉

〈a, b〉 〈abc, ǫ〉

〈a, c〉 〈acb, ǫ〉

a
b

c

c
b

Figure 1. An edit automaton and the corre-
sponding Büchi automaton.

Proposition 5.21 For any edit automatonA such thatA =
〈Σ,Σ∗ × Σ∗, 〈ǫ, ǫ〉, δ〉 effectively=-enforcing a property P,
there exists a B̈uchi automaton specifying P.

Proof: The Büchi automaton specifying the property
P is A′ = 〈Σ,Σ∗ × Σ∗, 〈ǫ, ǫ〉, F, δ′〉 where:

• F = {〈σ, ǫ〉|σ ∈ P ∩ Σ∗} is the set of finite states.

• δ′ : (Q × Σ) → Q is the transition function. For a
stateq = 〈σAcc , σSup〉 and an input actiona: δ′(q, a) =
{

q′ if δ(q, a) = (q′, τ).
Undefined, ifδ is not defined for the pair(q, a).

Figure 1 shows an edit automaton enforcing the property
P = {a, abc, acb} and the corresponding Büchi automaton.

6 Examples Of BHA-Enforceable Security
Policies

In this section, we investigateBHA-enforceable security
policies. We start by the security policies that can be derived
from proposition 4.5. Then, we present two examples of
BHA-enforceable practical security policies. The first is a
class ofBSA-enforceable policies and the second is a class
of BEA-enforceable policies.

6.1 SHA-Enforceable Policies

Proposition 4.5 allows us to identify anySHA-
enforceable property (when the actions setΣ is finite) as
a BHA-enforceable property . We present briefly the four
properties provided by Fong [9] asSHA-enforceable.



6.1.1 Chinese Wall Policy

The Chinese Wall policy [7] is an access control policy that
defines the necessary rules to prevent conflict of interest.
Conflict of interest can be characterized by accessing both
the information of a party and the information of its com-
petitor. To enforce this policy an execution monitor must
check for each access whether the targeted information be-
longs to a party that is in conflict of interest with some party
which some crucial information has been already disclosed
to the accessing subject. To characterize this policy, the set
of all subjects is defined byS, the set of all protected objects
is defined byO, the set of all conflict of interest classes is
defined byT, and each objecto belongs to some conflict
of interest classt. Since the order of access events is not
needed to enforce the policy, Chinese wall policy isSHA-
enforceable and by 4.5, its enforceable by somek-BSAif the
subject setSand the object setO are finite and|S×O| = k.

6.1.2 Low-Water-Mark Policy (for Subjects)

Low-Water-Mark Policy is defined by Biba in [5]. This pol-
icy defines the rules to be enforced within a system of en-
tities where each entity can be either a subject or an ob-
ject and to each entitye is assigned an integrity levell(e).
The set of objects is denoted byO and the set of subjects
is denoted byS. The possible actions of the system are
read(s,o), write(s,o), andexec(s,o)where s, s’ are any two
subjects, o, o’ are any two objects. The set of all possi-
ble actions is defined byΣ = {read(s, o)|s ∈ S ∧ o ∈
O}∪{exec(s, s′)|s, s′ ∈ S}∪{write(s, o)|s ∈ S∧o ∈ O}.
The three actionsread(), write() andexec()obey to the fol-
lowing rules:

• read(s,o)is allowed without any constraint and affects
the integrity level of s such thatl(s) ← l(s) ∧ l(o)
where∧ is the greatest lower bound over integrity lev-
els.

• write(s,o)is allowed if and only ifl(s) ≥ l(o).

• exec(s,s’)is allowed if and only ifl(s) ≥ l(s′).

Objects integrity levels are assigned once and thus are
unchangeable while subjects integrity levels are affectedby
read actions. Since allowing any action depends only on
the set of the already executed actions, this policy isSHA-
enforceable and by consequence it is enforceable by some
k-BSAif the setΣ is finite andk = |Σ|.

6.1.3 One-Out-Of-k Authorization

The One-Out-Of-k Authorization policy [11] specifies the
access authorization rules by classifying programs into
equivalence classes. Each equivalence class specifies a set
of access authorizations that are granted to each program

of that class. Whether one program belongs to a particu-
lar equivalence class depends on the actions performed by
the program during execution. Once, a program is classi-
fied into some equivalence class, it can perform any action
that is authorized for the class. An example of equivalence
classes is provided in [11] where programs are classified
into three classes: Browser, Editor and Shell. For example,
if a program has opened a network socket, it is classified
as a browser, and will be prevented from reading user files.
This policy isSHA-enforceable and by consequence is en-
forceable by somek-BSAif the set of all possible actionsΣ
is a finite andk = |Σ|.

6.1.4 Assured Pipelines

Assured pipelines [25] [6] is a policy that ensures the in-
tegrity of data that are processed by pipelines of transfor-
mation procedures. This policy is defined for a set of data
object O and a set of transformation proceduresS where
createis a special member ofS. The set of possible actions
is S×O which characterizes the application of transforma-
tion procedures to data objects. An assured pipelines policy
is defined by an enabling relatione ⊆ S × S satisfying the
two following constraints[9]:

• No circularity: the binary relation defines a directed
acyclic graph (DAG).

• No pair of the form〈s, create〉 may be included: cre-
ate is the sole source node of the acyclic graph.

Intuitively, if a pair 〈s, s′〉 is in the relatione then any
action 〈s′, o〉 is allowed if and only if the last action per-
formed on the objecto is 〈s, o〉. According to [9], assured
pipelines policy is enforceable by aSHAwhere the set of
states is2S×O. By consequence, this policy is enforceable
by somek-BSAif the setS ×O is finite andk = |S ×O|.

6.2 Bounded Availability Policies

Bounded Availability Policies specify that any acquired
resource must be released by some fixed point later in the
execution. According to [20], a bounded availability policy
is EM-enforceable if it is specified such that any resource
can not be acquired more than some MWT (maximum wait-
ing time) execution steps without being released. Enforcing
such policies protects systems from denial of service attacks
[10]. Figure 2 presents an example of aBSAused to enforce
Two-BA security property, which is a bounded availabil-
ity property. Two-BAensures that each acquired resource
must be released in at most 2 steps. The set of resources is
{A,B}. Actionsa andb represent acquiring resourceA and
B respectively, and actionsa andb represent releasing re-
sourceA andB respectively. Actionτ represents any action
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Figure 2. A bounded security automaton en-
forcing the Two-BAproperty.

that is neither an action acquiring a resource nor an action
releasing a resource. To enforce the policy, each execution
must satisfy the following rules:

(1) At each execution point, no resource is acquired more
than two computational steps.

(2) If for one execution point, a resource is taken during
one computation step then the only action permitted
by the automaton is the action releasing that resource.
This is the case of statesba, bτ , aτ , ab, ba, andab.
For the other states, the automaton can take anyτ ac-
tion, any action acquiring a resource that is not already
acquired, or any action releasing a resource that is al-
ready acquired. This is the case of statesτ , a, andb.

The size of history needed to enforce this policy istwo
which is the bound defined by the bounded availability pol-
icy. The abstraction functionβ used to define the transition
function is the following:

α(a) = a α(aτ) = aτ α(aā) = ǫ
α(ab) = ab α(aτ ā) = ǫ α(b) = b
α(bτ) = bτ α(bb̄) = ǫ α(ba) = ba
α(bτ b̄) = ǫ α(abā) = bā α(bāb̄) = ǫ

α(bab̄) = ab̄ α(ab̄ā) = ǫ

6.3 Transaction-based Policies

Transaction-based properties specify that transactions
must be atomic. A transaction is atomic if either the entire
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Figure 3. A bounded edit automaton enforc-
ing a transaction-based property.

transaction is executed or no part of it is executed. To this
class of properties belong database transactions [16] and e-
commerce transactions. Transaction properties are usually
specified byT∞ whereT ⊆ Σ∗ is the set of valid transac-
tions defined over a set of possible actionsΣ. A transaction
property is not enforceable by security automata since there
exists some illegal (bad) executions that can be extended
to legal (valid) executions. An edit automaton can enforce
a transaction-based property by suppressing all actions of
the execution until reaching a complete transaction, at that
moment the automaton insert the suppressed prefix. Since
we are dealing with bounded history automata, constraints
have to be imposed on the size of elements ofT. Indeed,
let P = T∞ be a transaction-based property,P is enforce-
able by a bounded edit automaton of boundk if and only if
T ⊆ Σk.

Figure 3 represents a BEA enforcing the
transaction-based propertyP defined by P =
{tp, pt, pτt, pττt, pτττt}∞ where t is the action of
taking a media resource,p is the action of paying for a
media resource, andτ is any action other than taking or
paying for a media resource. A transaction is accepted if
it is either (1) taking a media resource and then paying
immediately for it or (2) paying for a media resource and
making at most three other actions before actually taking
the media resource. The abstraction functionβ and the
functionα used to define the transition function are defined
by the following:

α(β(p)) = α(p) = 〈ǫ, p〉 α(β(pτ)) = α(pτ) = 〈ǫ, pτ〉
α(β(tp)) = α(ǫ) = 〈ǫ, ǫ〉 α(β(pτττt)) = α(ǫ) = 〈ǫ, ǫ〉

α(β(t)) = α(t) = 〈ǫ, t〉 α(β(pττ)) = α(pττ) = 〈ǫ, pττ〉
α(β(pτττ)) = α(pτττ) = 〈ǫ, pτττ〉



7 Conclusion and Future Work

In this paper, we propose a characterization of the se-
curity policies that are enforceable by execution monitors
constrained by memory limitations. We characterize such
memory limitation constraints by the size of memory used
by an execution monitor to save the history of execution.
The work presented here, is in the same line as the research
work advanced by Schneider [20], Ligatti et.al [1, 13] and
Fong [9] which addresses security policy enforcement. Our
approach gives rise to a realistic evaluation of the enforce-
ment power of execution monitoring. This evaluation is
based on bounding the memory size used by the monitor to
save execution history, and identifying the security policies
enforceable under such constraint.

Our contribution is mainly threefold. First, we instan-
tiate an abstraction based on memory limitation to secu-
rity automata [20] as well as to edit automata [1]; the
two main automata models characterizing EM-enforceable
security policies. The result is a new class of automata
that we callbounded history automataincluding two sub-
classes;bounded security automataandbounded edit au-
tomatacharacterizing security policies over finite and infi-
nite executions. Second, we identify a new taxonomy of
EM-enforceable properties that is directed by the size of the
space used by execution monitors to save execution history.
Third, we investigate the enforcement of locally testable
properties by bounded history automata. Namely, we iden-
tify locally testable properties that areBHA-enforceable and
show how to check whether aBHA-enforceable policy is lo-
cally testable.

As future work, we plan to investigate the panoply of
results available on locally testable properties. More pre-
cisely, we will select the best algorithms identifying locally
testable properties and adapt them to EM-enforceable prop-
erties. This will allow us to improve ourBHA enforceable
security policies classification by identifying new classes of
real EM-enforceable policies.
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